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1.0  INTRODUCTION 


3 

BMD  Command,  Control  and  Communications  (C  )  provides  the  mechanism 
through  which  BMD  is  monitored  and/or  commanded  through  a  hierarchy  of  readi¬ 
ness  levels  to  engage  and  destroy  incoming  reentry  vehicles.  In  performing 

3 

engagement  (as  opposed  to  peacetime)  functions,  BMD  C  must  operate  in  an 
extremely  severe  nuclear  environment  and  must  interface  with  other  local  and 

3 

national  C  systems.  Local  systems  could  include  MINUTEMAN,  MX,  and  their 

3 

associated  control  facilities.  National  C  interfaces  include  the  BMD  Command 
Authority  via  the  World  Wide  Military  Command  and  Control  System  (WWMCCS) 

3 

networks.  In  order  for  BMD  to  be  effective,  it  is  imperative  that  C  func¬ 
tions  associated  with  these  interfaces,  as  well  as  with  intra-subsystem  data 
transfer,  be  hardened  in  consonance  with  validated  mission  requirements. 

1.1  PURPOSE 

The  purpose  of  this  report  is  to  organize  and  briefly  discuss  the 
myriad  of  C  V&H  issues  in  order  to  highlight  the  key  decisions  which  will 

3 

need  to  be  made  on  C  .  This  document  is  intended  as  an  aid  for  the  SENTRY 
Program  Office  to: 

3 

t  Keep  the  C  V&H  efforts  focused  on  the  major  issues 

3 

t  Indic|te  how  C  design  issues  and  programmatic  issues  can  affect 
the  t  V&H  efforts,  and  vice  versa. 

3  3 

The  relationship  of  the  C  V&H  efforts  to  the  C  program  as  a  whole  will  also 

3 

provide  a  useful  input  to  the  development  of  the  C  Subsystem  Master  Plan  (to 
be  developed  by  Teledyne  Brown  Engineering). 

1.2  OBJECTIVES 

3 

There  are  a  multitude  of  issues  associated  with  a  C  V&H  program, 
including  nuclear  environments  (radiation,  blast,  shock,  etc.),  environment 


effects  (circuit  upset,  signal  attenuation,  component  failure,  etc.),  har¬ 
dening  options  (hardened  components,  shielding,  etc.),  other  survivability 
options  (circumvention,  link  and  node  redundancy,  etc.),  design  constraints 
(technology  limits,  use  of  GFE,  etc.),  and  many  others. 

To  help  organize  this  complicated  set  of  issues,  some  key  questions 
need  to  be  asked: 

3 

•  What  are  the  key  V&H  issues  that  could  drive  the  C  design  in  one 
direction  or  another? 

•  What  are  the  limits  to  what  can  be  done  with  respect  to  resolving 
V&H  issues? 

•  How  can  resolution  of  V&H  issues  affect  programmatic  decisions, 
and  vice  versa? 

•  What  issues  require  immediate  attention? 

The  answers  to  these  questions  will  provide  general  guidance  on  the  organiza- 

3 

tion  and  administration  of  a  C  V&H  program,  and  will  establish  some  priori¬ 
ties  on  the  V&H  issues. 

This  report  deals  primarily  with  top-level  V&H  issues,  and  these  are 
not  necessarily  the  issues  of  concern  to  people  involved  with  the  "nuts  and 
bolts"  of  a  V&H  program.  To  illustrate  the  distinction,  an  example  of  a  top- 
level  V&H  issue  is  whether  or  not  buried  fiber  optics  can  be  a  surviving, 
enduring  link  in  the  C3  network.  The  "nuts  and  bolts"  V&H  issues  are  con¬ 
cerned  with  quantifying  effects  such  as  nuclear- induced  attenuation  or  ground 
shock  vulnerability. 

Before  discussing  these  top-level  V&H  issues,  some  discussions  on  how 
they  are  developed  is  in  order.  Top-level  V&H  issues  are  developed  in  an 
overall  framework  of  a  "top-down"  systems  approach  in  which  subsystem  and 
component  V&H  goals  are  derived  from  clearly  stated  objectives  of  system  sur¬ 
vivability  and  endurability  (i.e.,  operability  in  a  nuclear  environment).  By 
contrast,  a  "bottom-up"  approach,  and  one  often  used  in  V&H  programs,  is  to 
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harden  subsystems  and  components  to  the  maximum  extent  possible  within  tech¬ 
nological  and  budgetary  constraints,  and  then  attempt  to  "optimize"  system- 
level  performance.  Either  a  "top-down"  or  "bottom-up"  approach  can  be  used 
with  success;  the  top-down  approach,  however,  puts  major  emphasis  on,  and 
clearly  illustrates,  the  trade-offs  between  hardening  and  other  survivability 
options  (such  as  redundant  links).  This  is  discussed  further  in  the  next 
subsection. 

3 

1.2.1  Survivability  and  Endurability  as  a  C  V&H  Goal 

3 

The  suggested  focus  of  the  C  V&H  Program  is  illustrated  in  Figure 

3 

1-1.  In  this  approach,  goals  are  first  established  for  the  C  system-level 
survivability  and  endurance.  These  goals  should  reflect  a  realism  that  system 

3 

performance  will  degrade  in  the  course  of  an  attack,  but  that  an  enduring  C 

system  will  enable  BMD  to  track  targets  and  launch  interceptors  so  long  as 

tracking  and  missile  assets  exist.  Stemming  from  considerations  of  system- 

level  survivability  will  be  the  required  overall  measure  of  effectiveness  to 

provide  the  necessary  degree  of  survivability,  and  from  this  performance  mea- 

3 

sure  the  requirements  of  C  system  performance  parameters  can  be  derived. 
(And  note  that  all  of  these  requirements  are  derived  in  a  top-down  fashion 
from  system-level  survivability.)  At  the  component/subsystem  level,  different 
combinations  of  availability,  reliability,  survivability  can  be  examined  to 
provide  the  necessary  performance. 

Figure  1-1  can  also  be  used  to  illustrate  a  "bottom-up"  approach  in 
which  the  initial  focus  is  on  component/ subsystem  performance.  Performance 
includes  such  measures  as  availability,  reliability,  inter-operability,  and 
the  other  "11 i ties."  Hardening  and  survivability  are  often  equated  on  a  one- 
to-one  basis,  and  the  hardening  goals  might  typically  be  derived  from  state-of- 
the-art  capabilities.  Once  the  basic  subsystem  performance  parameters  are 

3 

known,  the  C  system  parameters  can  be  evaluated;  these  include  such  measures 
as  probability  of  correct  message  receipt,  etc.  Analysis  of  the  system  can 
then  be  used  to  establish  an  overall  measure  of  effectiveness  such  as  connec¬ 
tivity.  If  this  measure  is  high,  then  we  have  some  confidence  that  system 
performance  will  be  adequate. 
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Figure  1-1.  C  V&H  Program  with  a  Focus  on  Survivability 


1.2.2 


Impact  of  a  Survivability  Focus  on  a  Traditional  V&H  Program 


A  top-down  approach  to  organizing  a  V&H  program  can  still  be  folded 
together  with  the  more  traditional  aspects  of  a  V&H  program.  Quite  simply,  a 

top-down  approach  puts  more  emphasis  on  the  early  identification  of  possible 

3  - 

C  system  vulnerabilities  and  the  allocation  of  resources  to  correct  these 

vulnerabilities.  Implicit  in  an  early  identification  of  problems  is  the  inte- 
3  3 

gration  of  C  concerns  and  the  C  community  with  the  system  design  process; 

3 

the  top-down  approach  will  most  likely  not  work  satisfactorily  if  the  C 
system  must  be  designed  after  the  bulk  of  other  system  design  work  is 
completed. 

An  overview  of  how  the  top-down  approach  interfaces  with  a  more  tradi¬ 
tional  V&H  program  is  illustrated  in  Figure  1-2.  A  typical  V&H  program  will 
include  hardness  validation  (that  the  design  is  indeed  hard),  hardness  assur¬ 
ance  (that  the  system  is  built  and  maintained  as  designed),  and  hardness 
surveillance  and  maintenance  (that  hardness  is  maintained  for  the  lifetime  of 
the  system).  It  should  also  be  noted  that  the  system  should  be  designed  to 
facilitate  surveillance  and  maintenance;  if  life  cycle  hardness  is  question¬ 
able  at  any  point  in  this  process,  other  design  alternatives  should  be  con¬ 
sidered  and  the  entire  process  iterated. 

The  details  of  setting  up  the  traditional  aspects  of  a  V&H  program, 
including  hardness  design,  assurance,  and  maintenance  are  not  included  herein. 

3 

They  will  be  incorporated  in  the  C  V&H  Program  Plan  (to  be  developed). 
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2.0  CRITICAL  ISSUES  FOR  A  C3  PROGRAM 


The  top-level  critical  issues  which  are  considered  in  this  section 
are  appropriate  to  any  generic  BMD  system.  Second  and  third  tier  issues, 
which  get  down  to  specific  technical  problems,  are  somewhat  dependent  on  the 
BMD  system  design.  As  a  backdrop  for  developing  key  V&H  issues,  it  is 
necessary  to  make  some  assumptions  regarding  those  system  elements  which  are 

3 

tied  together  by  the  C  system. 


These  major  system  elements  and  their  functions  are  summarized  in 

3 

Table  2-1.  The  key  aspects  of  the  basic  system  which  have  an  impact  on  C  V&H 
are: 


•  Both  RF  and  fiber  optics  will  probably  be  used  for  ground-to- 

ground  links. 

•  Aircraft  will  probably  be  part  of  the  baseline  system. 

•  Some  interface  between  BMD  and  MX  will  be  required. 

•  The  basic  concepts  for  the  radar  and  missile  will  remain 

relatively  unchanged  (basic  system  building  blocks). 

2.1  MAJOR  ISSUES  FOR  C3  V&H 


Against  this  background,  some  of  the  major  questions  which  need  to  be 
addressed  are: 


3 

•  What  is  the  role  of  fiber  optics  as  a  C  link? 

-  Is  it  survivable? 

-  Is  it  affordable? 

•  What  RF  frequencies  are  appropriate  for  BMD? 

-  What  frequency  band(s)? 

-  How  reliable  are  these  links? 

Is  RF  a  primary  or  backup  link  for  ground-to-ground  in  the 
trans-attack  period? 
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Table  3-1.  Basic  Trends  with  Respect  to  Fiber  Optic  Installation 


1 


“O 

c 

3 

4- 

C 

O  r— 

r— 

o 

1  i-  r— 

aj  l. 

*  r— 

C  Ol  <T3 

co  O 

-*P  . 

QJ 

o  s 

P> 

03  P> 

5= 

O  00 

•( —  - S 

•«-  CL 

o 

P>  4~> 

Q 

T3  3 

CO 

ra  4- 

QJ  LlJ 

03  L. 

•r-  >>  O 

i —  _ 1 

QC  S- 

4P 

T3  P-> 

-Q 

QJ 

03 

03  -r-  CO 

03  * 

PJ 

S*-  r—  +-> 

D  • 

•  C 

TJ 

■' —  CL 

CD 

Q) 

■P  -Q  3 

•  • 

pJ 

S- 

C  03  S- 

O  QJ 

■r—  4P 

3 

ro  L  L 

•  w 

i —  C 

U  QJ  QJ 

ll. 

•r-  QJ 

•r—  C  P-> 

QJ 

JD  *r~ 

03 

4-  < —  C 

QJ  CJ 

03  CO 

•r-  13  -r- 

-C  L_  . 

s-  e 

QJ 

c  > 

P  Z  CJ 

QJ  03 

_Q 

CD  -V 

o  *— 

C 

•r-  . —  £Z 

c  m  J2 

i —  PJ 

c 

CO  03  *»— 

•r-  03 

=3 

03 

J— 

■< —  f— 

o  s- 

>  a; 

CJ 

ZZL 

O  P-> 

><■<->  a> 

CO 

LlJ 

=  =  >> 

4P  O  C 

QJ  D 

QJ 

aj  s_ 

•r-  XT  f— 

TD  03 

•*  4-J  03 

r—  CL  13 

o  u 

o 

*—  o  s- 

•r-  > 

c 

cd 

03  Cu  O 

_Q  QJ 

o 

•r-  CL 

03  -C  O 

o  > — 

i-  P=  . 

S-  4-1  00 

p-> 

. 

=3  •  QJ  TJ 

QJ  t— 

p) 

o 

_Q  C  1—  C 

C4-  f0 

CO  CO 

O  O 

r—  •  *— 

p-) 

LP 

4—  -r-  •  CJ 

4-  >, 

o  p-j  p:  cu 

>  “O  •— 

•»-  03 

QJ 

03  CJ  co 

QJ 

-Cl  5 

_jZ 

-C  Z5  O 

■a  +j  w 

CO 

P> 

P>  CZ  -SZ  03 

QJ  03 

OD 

CL  0)  CO 

on  i-  4-J 

CO  —4 

4- 

OJ  PJ  4- 

03  QJ  U 

on 

o 

D  O 

QJ  > — -  QJ 

CO 

03  C 

S-  o  -*-> 

03  L 

03  C 

U  P  QJ 

-C  o 

-L-> 

o  -a  o 

c  -a 

Cl 

•—*  QJ  C  •»— 

QJ 

-  O 

s- 

1  CJ  O  P> 

-Q  O 

QJ  UJ 

CD  • 

CO  3  -r-  u 

QJ  jp 

CO 

CU  p> 

■a  p  03- 

ECO 

3= 

P>  c  o  l. 

O  T3  _E 

cO  C 

c  o 

<X.  -f-  E  4- 

t/1  u  CL 

>  -r- 

•—  u 

1 

J 

QJ 

CO 

QJ  X3 

_£Z  !L 

e  qj  qj 

C  JZ 

c 

+->  O 

03  3Z 

f—  03 

o 

N. 

P  "O  P> 

C3 

•r— 

4—  X3 

f— 

PC 

4-J 

°  c 

co  4- 

CJ 

•  * 

03 

03 

4—  P->  O 

4—  O 

o 

> 

O  CL 

O  -C 

1 — 

03 

P->  QJ 

3  C 

U 

•*“  O 

c  ^  o 

c: 

LlJ 

X 

r—  L 

O  S-  *r- 

o  o 

ID 

LlJ 

•*“  13 

■<—  QJ  P 

Q 

JD  O  U 

P  P  03 

pJ  c 

T3 

03  O0  O 

03  C  -r- 

QJ 

S-  P> 

tz  *—  to  * 

C  P4  C- 

CJ  CO 

QJ  O  (J 

•r-  03  QJ 

•*-  •—  QJ 

D  P-> 

C  L  0) 

E  P  or  i — 

£  r—  P> 

“O  CO 

•-  OP 

•*-  c  jD 

•»—  03 

aj  o  ! 

3  Z  (U 

1 —  QJ  O  03 

f-  L 

ac  lj  j 

>  a.  d 

IP  -f-  P  U  | 

I 

LP  03  CJ 

c 

< 

•  • 

►— • 

O 

D»  CD 

f— 

O 

O  —1 

>- 

•— «  QC 

CwJ 

h-  a 

o 

<c 

a 

<c  zr 

IP 

_J  o 

' — • 

_ .  ZJ 

Q 

— 1  cz 

m 

_ !  y— 

nr 

<x.  — 

cj 

i 

LlJ 

1 —  12 

21 

1 —  CL 

h- 

CO  O 

LP 

C/3  LP 

m  — 

a: 

r~  lp 

*— «  CL 

i — 

— '  Q 

QJ 

D 

CO 

CO 


c 

ra 


CO 

to 


cj 

QJ 

P> 

oj 

“a 

o 

p-> 

o 

-£= 

CL 


~o 

c 

03 


CD 

qj 


to 

QJ 

T3 

O 


QJ 


03 

C 

o 


03 

03 

S- 

o 


JD 

03 

C- 

OJ 

e 


13 

:=» 

* 


■i 


•4 


1 


1 


1 


3-3 


•  vulnerability  of  a  fiber  optic  cable  as  a  function  of  distance 
from  the  burst  and  perhaps  as  a  function  of  yield 

•  The  vulnerability  of  the  network  to  cratering  and  ground  motion 
effects 

•  the  duration  of  temporary  disruption  in  any  link  which  can  be 
tolerated  without  undue  disruption  of  the  network. 

These  issues  are  also  of  high  priority  because  tr. ry  may  force  the  system  into 
one  of  the  following: 

•  use  of  fiber  optics  only  for  peacetime  operations  (probably  an 
unlikely  possibility  because  of  disruption  of  RF  by  nuclear 
effects) 

•  very  deep  burial  of  fiber  optics,  and  the  costs  must  simply  be 
paid. 

Regardless  of  whether  fiber  optics  are  either  deeply  buried  or 
trenched  in,  it  is  also  necessary  to  determine  the  vulnerability  of  the  light 
sources  (e.g.,  LED)  and  photo  detector.  If  these  elements  in  the  SEC  or  SIS, 
for  example,  are  either  vulnerable  or  subject  to  transient  disruption,  then 
some  reordering  of  priorities  may  be  required.  For  example,  radiation-induced 
disruption  on  the  fiber  optic  cable  itself  should  be  no  more  of  a  concern  than 
the  disruption  at  the  source  or  detector. 

3 

An  overview  of  how  these  V&H  issues  interact  with  C  design  issues  is 

shown  in  Table  3-1.  The  common  demoninator  is  that  a  fiber  optic  cable  will 

probably  be  installed  either  via  plowing  or  trenching  or  by  very  deep  burial; 

intermediate  solutions  such  as  burial  at  200  feet  appear  to  embody  most  of  the 

cost  variance  with  only  a  small  reduction  in  vulnerability.  It  is  also  clear 

3  3 

that  strong  interaction  between  the  C  V&H  community  and  the  C  design 
community  is  needed  to  resolve  the  unanswered  questions  on  fiber  optics. 

3.2  ADDRESSING  THE  SELECTION  OF  RF  FREQUENCIES 

All  too  often  the  key  issues  of  RF  selection  are  obfuscated  by 
propagation  concerns  such  as  absorption,  refraction,  diffraction,  or  multi- 
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3.0  ASSURING  ADDRESSAL  OF  C3  V&H  ISSUES 

The  previous  section  addressed  those  issues  which  are  of  major  im¬ 
portance  from  a  V&H  standpoint  and  the  relationship  of  V&H  issues  to  design, 
programmatic,  and  other  key  decision  issues.  This  section  discusses  the  veri¬ 
fication  process  to  assure  that  the  V&H  issues  are  addressed  in  a  timely 
fashion.  In  this  verification  process,  there  are  two  important  points  to  keep 
in  mind: 

•  Identifying  all  the  technical  questions  which  are  related  to  any 
given  C3  V&H  issue 

•  Making  sure  that  the  myriad  of  technical  details  do  not  obfuscate 
the  key  V&H  issues. 


3.1  ADDRESSING  THE  ROLE  OF  FIBER  OPTICS 


Based  upon  past  and  ongoing  studies,  the  following  observations  con¬ 
stitute  a  starting  point  for  developing  specific  V&H  action  items: 


•  At  very  deep  burial  depths  (e.g.,  2,500  feet)  the  fiber  optic 

cable  itself  is  not  vulnerable  even  to  ground  motion  resulting 

from  a  surface  burst  (based  on  MX  studies) 

•  Excavation  costs  for  deep  burial  are  extremely  expensive  (cost 

data  bases  have  been  developed  for  MX) 

•  With  installation  via  trenching,  an  8-10  ft.  depth  of  burial 

reduces  the  total  nuclear-induced  attenuation  (permanent  effects) 
to  the  same  level  as  the  intrinsic  attenuation;  radiation  may 
still  cause  a  transient  (fraction  of  a  second)  disruption. 


For  assured  survivability,  very  deep  burial  would  obviously  be 
preferred,  but  the  costs  may  be  prohibitive.  A  rough  estimate  of  cost, 
therefore,  is  of  high  priority.  Concurrent  with  this  is  the  need  to  determine 
some  understanding  of  shallow  buried  (via  plowing  or  trenching)  fiber  optic 
cables,  including: 
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Two  other  issues  are  the  coordination  between  the  BMD  and  MX  and  the 
coordination  between  BMO  and  Higher  Authority  (HA).  Communication  links  from 
BMD  to  MX  and  from  BMD  to  HA  will  certainly  be  included  in  the  baseline 
system.  However,  some  high-level  decisions  are  needed  to  provide  guidance  on 

how  these  interfaces  will  be  utilized;  this  is  a  necessary  prelude  to 

3 

establishing  priorities  on  C  vulnerabilities  and  focusing  V&H  efforts  to 
correct  these  deficiencies.  For  examnie,  if  a  requirement  is  levied  on  the 
system  to  maintain  the  interface  between  BMD  and  HA  throughout  the  engagement, 
then  the  potential  vulnerability  of  the  RF  link  to  aircraft,  as  well  as  the 
aircraft  themselves,  becomes  even  more  important;  for  increased  survivability, 
ground  repeaters  may  be  necessary  to  enable  aircraft  to  stand  off  a  safe 
distance,  and  this  could  become  a  major  consideration  in  designing  the  system. 

To  summarize,  these  "other  issues"  can  significantly  influence  rela¬ 
tive  vulnerabilities,  which  in  turn  influence  system  design  and  performance. 
If  progress  is  to  be  made  in  resolving  some  of  these  vulnerability  questions, 
then  some  decisions  are  needed  regarding  what  is  or  is  not  be  included  in  a 
"baseline  concept".  These  decisions  do  not  necessarily  have  to  be  irrever¬ 
sible.  The  point  of  all  this  discussion  is  that  some  decisions  will  be  of 

3 

enormous  benefit  in  focusing  the  C  design  and  V&H  efforts;  attempting  to 
study  all  possibilities  before  arriving  at  a  decision  may  be  self-defeating 
simply  by  opening  up  too  many  possibilities. 
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2.2.3  Interface  with  Other  Issues 

A  partial  list  of  other  major  issues  is  given  below.  These  include: 

3 

•  Impact  of  a  system  IOC  on  the  C  V&H 

o 

•  Division  of  responsibility  between  C  and  the  Battle  Manager 

•  Man-machine  interface  during  a  battle 

•  Degree  of  coordination  with  MX 

•  Coordination  with  Higher  Authority  (HA). 

3 

The  principal  impact  of  an  IOC  is  to  limit  what  can  be  done  in  a  C 
V&H  program.  With  an  early  IOC,  it  may  be  necessary  to  utilize  GFE  as  is.  In 
this  case,  GFE  can  include  COMSEC  equipment,  computers,  and  even  aircraft.  In 
the  absence  of  an  IOC,  programs  can  be  established  to  increase  hardness  of 
these  components,  if  necessary,  and  to  tailor  their  functions  more  to  a  BMD 
appl i cation. 

One  of  the  major  problem  areas  which  has  been  identified  is  the  divi¬ 
sion  of  responsibility  between  the  command  and  control  system  and  the  "Battle 

Manager."  With  MDAC  responsible  for  the  development  of  the  Battle  Manager, 

2 

and  GTE  Sylvania  responsible  for  the  C  system,  the  functional  interface  be- 

O 

tween  the  C  system  and  the  Battle  Manager  must  be  clearly  defined.  Not  only 

do  both  of  these  command  systems  exercise  some  control  over  the  system,  but 

they  will  probably  also  share  the  same  computers.  Some  consideration  has  been 

given  to  combining  the  C  and  Battle  Manager  functions.  Although  this  would 

solve  some  of  the  functional  interface  problems,  it  would  at  the  same  time 

create  organizational  problems  with  respect  to  defining  the  roles  of  MDAC  and 

GTE  Sylvania.  Both  the  Battle  Manager  and  the  C2  system  are  closely  linked  to 

3 

many  of  the  vulnerability  issues,  which  in  turn  affects  C  design.  To  help 

prioritize  vulnerability  concerns  (and  hence  design  efforts),  some  clarifica- 

2 

tion  of  the  Battle  Manager  and  C  functions  is  needed. 
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optics  conmunlcatlons  may  be  limited  to  peacetime  operations,  and  this  will 
have  an  impact  on  system  design. 

As  shown,  the  vulnerability  issues  are  closely  coupled  with  the  pro- 

3 

grammatic  issues.  For  example,  all  but  one  of  the  C  vulnerability  issues 

will  influence  the  system  effectiveness  evaluation.  Lightning,  per  se,  is  not 

shown  as  a  direct  contributor  to  overall  system  effectiveness,  but  plays  an 

indirect  role  if  the  link  interrupts  are  longer  than  expected.  Propagation 

losses  and  the  possibility  of  computer  interrupt  or  upset  will  be  a  major 

interface  with  the  other  principal  subsystems.  Computers  are  obviously  a 

shared  responsibility  between  the  command  and  control  system  and  the  Battle 

Managers.  Propagation  losses  are  an  issue  in  the  communications  link  between 

the  SEC  and  the  missile,  even  though  this  part  of  the  communications  system  is 

3 

not  the  responsibility  of  the  C  contractor.  The  major  interfaces  with  other 
government  agencies  have  to  do  with  the  use  of  aircraft  or  equipment  developed 
for  MX  (Air  Force  coordination)  and  COMSEC  (National  Security  Agency  coordina- 
ti on ) . 


3 

The  important  point  regarding  the  interface  of  the  C  V&H  program 

3 

with  other  programmatic  issues  is  that  C  vulnerabilities  translate  into 

system-level  vulnerabilities,  and  these  need  to  be  thoroughly  explored.  The 

3 

potential  role  of  C  vulnerabilities  in  influencing  overall  system  design,  and 

3 

the  requirements  imposed  on  the  C  system  by  a  given  system  design,  needs  to 
be  an  iterative  process.  At  present,  the  system  V&H  program  plan  does  not 

3 

indicate  how  the  interface  with  the  C  V&H  program  will  be  established;  the 
following  are  specific  recommendations  for  inclusion  in  the  system  V&H  program 
plan  to  further  define  this  interface: 

•  Identification  of  bounding  vulnerabilities  to  be  used  in 

preliminary  system  definition  studies 

t  Definition  of  system  trade  studies  to  determine  the  impact  of 

these  limiting  vulnerabilities 

3 

•  The  rationale  for  prioritizing  C  vulnerabilities  which  are  of 

major  concern  from  a  system  standpoint. 
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lightning  could  be  extremely  important  depending  on  (1)  the  frequency  of 
occurrence  and  noise  level  (which  still  needs  to  be  determined)  and  (2)  the  RF 
bands  of  interest.* 

The  hardness  issues  also  are  coupled  to  the  C  design  issues,  but  to 
a  lesser  extent.  As  before,  the  selection  of  tolerable  delays  and  interrupts 
appears  to  be  a  matter  of  highest  concern,  and  is  influenced  by  the  nuclear 
environments. 

One  notable  observation  is  that  the  aircraft  vulnerability  issues  are 

3 

not  a  significant  factor  with  respect  to  C  design,  except  possibly  from  the 
standpoint  of  contributing  to  link  redundancy  and  also  from  the  standpoint  of 
specifying  what  equipment  the  aircraft  will  carry.  However,  the  use  of  air¬ 
craft  as  part  of  the  BMD  baseline  has  an  enormous  impact  on  programmatic 
issues,  and  this  is  discussed  in  the  next  section. 

2.2.2  Impact  on  Programmatic  Issues 

For  sake  of  discussion,  the  major  programmatic  issues  have  been 
categorized  as  follows: 

3 

•  C  V&H  interface  with  the  system  V&H  program 

3 

•  C  V&H  interface  with  other  subsystem  V&H  programs 

3 

•  C  V&H  interface  with  other  government  organizations. 

Referring  back  to  Table  2-3,  there  is  some  interaction  of  the  hardening  issues 

3 

with  the  programmatic  issues,  particularly  in  the  case  where  the  C  subsystem 

elements  are  located  in  other  subsystem  facilities,  such  as  the  SEC  or  SIS. 

Shock  hardening  is  shown  to  have  an  interface  with  the  system  V&H  program,  and 

this  occurs  because  of  the  anticipated  importance  of  fiber  optic  communica- 

3 

tions  to  the  overall  C  system;  if  there  are  extremely  difficult  or  overly 
costly  problems  associated  with  shock  hardening  of  fiber  optics,  then  fiber 

*Current  thinkinq  is  leaning  towards  HF,  which  is  where  lightning  causes  major 
di sruotion . 
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issues,  (2)  programmatic  or  management  issues,  and  (3)  other  issues  which  may 
require  some  high-level  decisions.  The  vulnerability  issues  were  extracted  as 
the  first  tier  issues  from  Table  2-2,  and  the  hardening  issues  have  been 

3 

organized  according  to  the  major  C  subsystems.  Some  of  the  more  traditional 
VAH  issues  such  as  EMP,  blast,  shock,  etc.  are  not  mentioned  explicitly  in  the 
table  but  are  embedded  at  lower  levels,  for  example,  when  looking  at  the  hard¬ 
ness  requirements  of  specific  components. 

3  3 

2.2.1  Relationship  of  C  VAH  Issues  to  Other  C  Issues 

The  entries  in  Table  2-3  are  intended  to  show  the  relationships  be- 

3  . 

tween  VAH  issues  and  other  C  issues.  However,  neither  the  VAH  issues  nor  the 

3 

other  C  issues  are  mutually  exclusive.  For  example,  the  presence  of  either 
nuclear  or  dust-induced  lighting  will  certainly  have  an  impact  on  the  propaga¬ 
tion  losses  on  any  RF  link,  and  may  also  affect  the  duration  of  any  link  inter¬ 
rupt.  The  presence  or  absence  of  aircraft  will  also  affect  how  the  system  is 
designed,  which  in  turn  has  a  significant  impact  on  the  nuclear  environment 
which  may  be  encountered. 

As  shown  by  the  number  of  entries  in  Table  2-3,  vulnerability  issues 

3 

will  play  a  major  role  in  the  design  of  the  C  system,  as  might  be  expected. 
Based  upon  the  number  of  vulnerability  issues  which  are  identified  with  each 

3 

design  issue,  it  is  possible  to  make  a  first-order  prioritization*  of  the  C 

design  issues.  For  example,  it  is  seen  that  particular  attention  needs  to  be 

given  to  link  redundancy  and  to  determining  tolerable  delays  and  interrupts 
3 

which  the  C  system  can  sustain  without  serious  disruption  of  the  entire  BMD 
system.  From  a  vulnerability  perspective,  it  is  clear  that  understanding  RF 

3 

propagation  losses  is  crucial  to  the  C  design  process  because  it  affects  so 
many  of  the  design  concerns.  Similarly,  the  issue  of  nuclear/dust  induced 


*  A  word  of  caution  is  also  in  order.  Because  the  organization  of  the  issues 
is  somewhat  subjective,  as  are  the  entries  in  the  matrix,  counting  the  num¬ 
ber  of  issues  identified  under  each  C  design  issue  is  also  a  subjective 
means  of  establishing  priority. 
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Table  2-2.  Key  V&H  Issues  Under  Top-Level  Issues 


TOP  LEVEL  ISSUES 

V&H  SUB-ISSUES 

1.  What  is  the  role  of^ 
fiber  optics  as  a  CJ 

1  ink? 

•  Nuclear  Induced  Attenuation 
--Signal  Interrupt 
--Protection  by  Deeper  Burial 

•  Shock/Ground  Motion  Vulnerability 

•  Source/Photo  Detector  Vulnerability 

•  Hardening  Options 
--Fiber  Optic  Cable 
--Source/Photo  Detector 

2.  What  RF  frequencies  are 
appropriate  for  BMD? 

•  Propagation  Uncertainties 
--Attenuation 
--Antenna  Hardness 
--Diffraction 
--Distortion 

•  Nuclear/Dust  Induced  Lightning 

•  Expected  Link  Interrupt 

3.  What  is  a  realistic 
role  for  aircraft? 

•  Base  Escape 

•  Survivability/Endurability 

•  Timely  Station  Attainment 

•  Vulnerability  of  the  Manned  Interface 

4.  To  what  extent  can 

(must)  existing  hardware 
be  utilized? 

•  Vulnerability  of  Current/Planned  COMSEC 

•  Vulnerability  of  other  "Off-the-Shelf " 

Equipment 

•  Effectiveness  of  Shielding 

5.  What  is  the  impact  of 

MX  coordination  on  C^? 

•  Message  Rate  Requirements 

•  Pre-Planning  for  Later  BMD  Deployment 

•  Quality  of  the  Threat  Characterization 

6.  How  can  system  turn-on 
be  assured? 

•  Survivability  of  Long  Distance  Links 
--Satel 1 i tes 

--Aircraft/Airborne  Relays 
t  RF  Propagation 

--Reflection  By  Perturbed  D-layer 
--Meteor  Scatter  &  Adaptive  HF/VHF 

The  last  major  issue  which  is  of  current  concern  is  the  coordination 
of  8MD  with  MX.  This  poses  many  problems,  including  the  possible  sharing  of 
communication  links  and  the  impact  on  message  data  rates,  putting  BMD  elements 
(possibly  the  System  Battle  Manager)  on  the  ALCC,  and  the  message  traffic 
between  BMD  and  MX.  There  is  also  the  question  of  trying  to  design  MX  today 
to  accommodate  future  deployment  of  BMD,  and  this  poses  difficult  planning 
tasks  of  interfacing  the  two  systems  now,  at  reasonable  costs,  without 

adversely  constraining  future  design  enhancements  to  BMD. 

At  first  qlance  it  would  appear  that  these  major  issues  are  not 
3 

really  C  v&H  issues,  at  least  in  the  traditional  sense  of  worrying  about 

3 

blast,  shock,  EMP,  TREE,  etc.  (vulnerabilities)  of  the  C  links  and  node*.  and 
possible  means  of  hardening  against  these  effects.  However,  under  each  of 
these  major  issues  are  a  number  of  second  tier  issues  which  do  start  to  have  a 
V&H  flavor.  These  second  tier  (and  in  some  cases,  third  tier)  issues  are 
shown  in  Table  2-2.  However,  it  should  be  noted  that  the  second  tier  issues 
under  MX  coordination  do  not  directly  pertain  to  either  vulnerability  or 

hardening.  The  subject  of  "message  rate  requirements"  is  a  design  issue;  the 

subject  of  pre-planning  involves  both  design  and  prog rairnia tic  issues;  the 
subject  of  "threat  characterization  quality"  is  a  system  effectiveness  issue. 
All  will  eventually  have  an  impact  on  how  the  system  is  designed,  and  there 
will  certainly  be  V&H  questions  on  the  design. 

The  above  discussion  points  out  the  need  for  some  means  of  categor- 

3 

izing  all  the  issues  which  will  have  to  be  addressed  by  the  C  community  into 
those  of  primary  importance  from  a  V&H  perspective,  of  primary  importance  from 
a  design  perspective,  of  primary  importance  from  a  system  perspective,  and 
possibly  other  viewpoints. 

2.2  RELATIONSHIP  OF  C3  V&H  TO  THE  TOTAL  C3  SYSTEM 

3 

One  possible  categorization  of  C  issues  is  shown  in  Table  2-3;  the 
entries  on  the  left  are  the  key  vulnerability  and  hardening  issues,  and  the 

3 

entries  along  the  top  represent  other  issues  of  importance  to  the  C  com¬ 
munity.  These  other  issues  have  been  divided  into  categories  of  (1)  design 
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The  aircraft  themselves  are  major  issues;  airborne  elements  might 
include  optical  adjunct  (OA)  aircraft,  relay  aircraft  (also  containing  the 
System  Battle  Manager),  and  possibly  even  shared  utilization  of  the  Airborne 
Launch  Control  Center  (ALCC)  between  BMD  and  MX.  Continuous  airborne  air¬ 
craft,  which  eliminates  the  vulnerability  to  a  surprise  SLBM  attack,  are  extra¬ 
ordinarily  expensive  to  operate.  The  alternatives  are  base  alert  or  strip 
alert,  both  of  which  pose  problems  of  base  escape  and  timely  arrival  on 
station.  However,  even  if  the  aircraft  are  on  station  at  the  start  of  a  BMD 
engagement,  there  are  questions  on  how  long  they  will  survive  (endure),  and 
even  if  they  do  survive  and  endure,  can  they  communicate  back  to  the  BMD 
ground  elements  in  a  timely  fashion.  These  are  crucial  questions,  and  need  to 
be  addressed  now. 

Another  major  issue  is  the  use  of  existing  equipment.  From  a  prag- 

3 

matic  standpoint,  essentially  all  the  C  equipment,  including  transceivers, 
computers,  antenna,  etc.  will  probably  be  assembled  from  off-the-shelf  com¬ 
ponents;  where  new  designs  are  required,  they  will  probably  be  more  of  an 
evolutionary  change.  However,  COMSEC  gear  (encryption  devices,  decoders, 
etc.)  could  pose  some  special  problems,  and  is  therefore  of  particular  con¬ 
cern.  Because  the  COMSEC  is  the  responsibility  of  the  National  Security 
Agency,  specifications  for  any  new  COMSEC  gear  need  to  be  established  early, 
and  are  probably  not  amenable  to  significant  change.  Consequently,  there  is 
pressure  to  use  existing  COMSEC  or  the  COMSEC  that  is  currently  under 
development  (as  for  MX). 

Still  another  major  issue  is  assuring  that  the  system  can  be  turned 
on;  i.e.,  that  timely  nuclear  release  is  achieved.  Once  a  nuclear  war  starts, 
long-range  communication  will  always  be  in  jeopardy  because  of  high  altitude 
bursts  (perturbation  of  the  D-layer),  or  loss  of  satellites,  or  loss  of  air¬ 
borne  elements.  A  similar  (but  maybe  not  as  critical)  problem  is  turning  the 
system  off.  A  portion  of  this  problem  is  related  to  the  selection  of  appropri¬ 
ate  RF  frequencies,  but  of  greater  concern  is  establishing  sufficient  redun¬ 
dancy  to  preclude  the  simultaneous  loss  of  all  long-distance  communication 
1 i nks . 
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•  What  is  a  realistic  role  for  aircraft? 

-  Are  suryi vable  aircraft  elements  affordable? 

-  Will  BMD  work  without  the  airborne  elements? 

•  To  what  extent  can  (must)  exir+ing  hardware  (transceivers,  com¬ 
puters,  COMSEC,  etc.)  be  utilized.' 

-  Is  it  suitable? 

-  Is  it  sufficiently  hard? 

-  Are  new  designs  feasible? 

3 

•  What  is  the  impact  of  MX  coordination  on  C  ? 

-  Can  resources  be  shared? 

-  What  price  do  we  pay  now  to  add  on  BMD  later? 

•  How  can  system  turn-on  be  assured? 

-  Survivability  of  communication  links  to  Higher  Authority  (HA)? 

-  Pre-del egated  release  authority? 

-3 

From  a  top-down  systems  approach,  these  are  the  major  issues  by  which  C  con¬ 
cerns  affect  system-level  concerns,  and  vice  versa.  Fiber  optics  represent  a 
relatively  new  technology  which  offers  significant  potential,  especially  in 
terms  of  high  quality  data  transmission  rates,  but  at  the  same  time  represents 
a  potential  vulnerability  (unlike  RF,  a  broken  fiber  optic  link  does  not 
recover).  If  buried  deep  enough,  fiber  optics  will  certainly  survive,  but  the 
cost  may  be  prohibitive.  For  MX,  the  current  thinking  is  that  fiber  optics 
will  be  employed  for  peacetime  operation,  but  will  not  be  counted  on  during  a 
wartime  situation.  A  similar  philosophy  may  be  adopted  for  BMD. 

The  question  of  what  RF  frequencies  are  appropriate  for  BMD  is 
extremely  complicated  and  involves  issues  of  message  rates,  diffraction, 
absorption,  antenna  hardness,  and  many  other  concerns  generated  by  a  nuclear 
environment.  In  addition,  with  an  aircraft  element  in  BMD  there  are  questions 
of  range,  antenna  vulnerability  to  EMP,  on-board  power  requirements,  etc.,  all 
of  which  have  a  bearing  on  the  selection  of  RF  frequency  band(s).  It  should 
also  be  noted  that  the  preferred  RF  frequencies  may  be  in  the  commercial 
broadcasting  bands,  which  would  be  a  severe  limitation  on  using  RF  for  peace¬ 
time  operations. 
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Table  2-1.  BMD  Elements  and  Functions 


ELEMENT 

MAJOR  FUNCTIONS 

Higher  Authority 

•  System  Activation 

•  Nuclear  Release 

•  Status  Collection 

•  Offense/Defense  Coordination 

Defense  Control  Center 

•  Day-to-Day  Control  of  Radar/Launchers/ 

Interceptors  (Status/Mai ntenance/ 
Interrogation/Logi stics/Test) 

•  Offense/Defense  Coordination 

•  System  Activation 

•  Battle  Management 

SENTRY  Interceptor  System 
(SIS) 

•  Receive  and  Act  Upon  Nuclear  Release/ 

Weapon  Unlock/Launch  Commands 

•  Respond  to  Interrogations 

•  Report  Status 

Sensor  &  Engagement 
Controller 
(SEC) 

•  Convey  Nuclear  Release  to  Interceptor 

•  Control  Interceptor  Launch 

•  Relay  Data  to/From  Interceptor 

•  Perform  Launch/Battle  Management 

(Fire  Control ) 

0  Surveillance,  Track  and  Report  \ 

Incoming  Targets 

0  Report  Status 

Forward  Surveillance 

Systems  (Optical  Adjunct 
or  Forward  Radar) 

0  Surveillance,  Track  and  Report 
Incoming  Targets 

0  Relay  Data 

0  Report  Status 
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path.  This  occurs  in  part  because  of  the  complex  nuclear  phenomenology  that 

is  needed  to  evaluate  and  quantify  these  effects.  However,  it  is  important  to 

keep  in  mind  that  these  are  nuclear- induced  effects  and  should  be  considered 

in  the  aggregate.  This  aggregate  should  include  not  only  the  nuclear 

environment  effects  on  propagation,  but  also  antenna  vulnerability  and  system 

requirements  such  as  message  rates  or  propagation  ranges.  As  an  illustration 

of  how  these  considerations  can  be  lumped  together,  Table  3-2  illustrates  that 

3 

the  net  effect  of  all  these  concerns  can  drive  the  C  system  to  either  higher 
or  lower  frequency  bands. 

Table  3-2  also  indicates  that  there  can  be  conflicting  desires  in 
selecting  an  appropriate  RF  frequency,  and  no  single  frequency  band  will  be 
capable  of  mitigating  all  adverse  nuclear  effects.  Again,  this  reinforces  the 
need  to  consider  all  effects  and  constraints  in  the  aggregate  and  to  arrive  at 
a  compromise  that  is  in  the  best  interests  from  a  system-level  perspective. 

It  is  possible,  however,  to  establish  some  bounds.  For  example, 
message  rate  requirements  define  a  lower  frequency  bound.  Message  rate  re¬ 
quirements  should  include  not  only  the  message  traffic  for  BMD  operations,  but 
also  allowances  for: 

•  Two-way  HA  message  traffic 

•  Two-way  traffic  with  MX 

•  Possible  growth  options  for  the  above 

•  Some  degree  of  link  interrupt. 

Concern  for  antenna  survivability  may  also  establish  an  upoer  frequency  bound, 
for  example,  if  bur*'~d  antennas  are  essential  for  survivability.  This  bound 
is  probably  not  a  rigid  bound  because  hardened  pop-up  antennas  are  also 
feasible.  (Note:  if  this  upoer  bound  is  not  above  the  lower  bound  dictated  by 
message  rate  requirements,  then  only  pop-up  antennas  should  be  included  in 
subsequent  V&H  studies.) 
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3.3 


ASSURING  A  REALISTIC  ROLE  FOR  AIRCRAFT 


Most  of  the  aircraft  survivability  data  base  developed  for  MX  will  be 
directly  applicable  to  BMD,  including: 

•  basing 

•  costs 

•  EMP  vulnerability  studies. 

V&H  efforts  should  focus  on  the  unique  aspects  of  BMD  aircraft.  These  unique 
aspects  include: 

•  vulnerability  of  the  LWIR  equipment 

•  vulnerability  introduced  by  mission  profiles  to  maintain  essen¬ 
tially  continuous  connectivity  with  the  ground  elements 

-  OA  aircraft 

-  Relay  aircraft  (possibly  housing  the  Battle  Manager) 

•  probably  reduced  requirements  on  endurance,  but  higher  require¬ 
ments  on  survivability 

t  message  rate  requirements 

-  OA  aircraft 

-  Battle  Manager. 

However,  before  such  V&H  efforts  are  undertaken,  some  decisions,  pos¬ 
sibly  based  on  the  aircraft  studies  for  MX,  are  needed  to  pin  down  vf  aircraft 
will  be  used  and  how  aircraft  will  be  used.  Also  influencing  these  decisions 
are  other  high-level  decisions  concerning  the  degree  of  coordination  with  MX 
and  HA,  and  the  man-machine  interface  as  part  of  BMD.  These  issues  are 
discussed  in  Section  3.5. 

3.4  ASSURING  TIMELY  SYSTEM  TURN  ON 

There  are  three  major  areas  which  need  to  be  addressed  to  assure 
timely  nuclear  release  and  system  turn  on: 


•  policy  decision  regarding  who  has  release  authority 

•  vulnerability  of  RF  nodes  broadcasting  the  releasing  authority 

•  RF  propagation. 

3 

Of  the  above  topics,  only  the  last  will  require  C  V&H  efforts  under  the 
BMD  program.  The  question  of  who  has  release  authority  is  strictly  a  policy 
decision.  Nuclear  release  authority  normally  resides  with  the  National 
Command  Authority  ( MCA) ;  however,  there  is  a  precedent  for  vesting  release 
authority  at  a  lower  echelon.  With  respect  to  the  vulnerability  of  RF  nodes, 
the  survivability  of  these  national  assets  (ground  terminals,  satellites  and 
airborne  aircraft)  is  well  documented  in  past  and  ongoing  studies.  From  the 
standpoint  of  the  BMO  system,  a  reasonable  assumption  is  that  nuclear  release 
will  be  issued  (by  whom  is  not  important)  and  broadcast  from  surviving 
national  assets,  and  possibly  transmitted  over  land  lines  as  well.  The  impact 
on  BMD  V&H  is  to  insure  that  the  message  is  received  and  acted  on. 

3 

RF  propagation  is  therefore  a  C  V&H  issue.  However,  this  aspect  of 
RF  propagation  differs  from  that  previously  discussed  in  the  following  ways: 

•  less  emphasis  on  the  maintenance  of  connectivity  after  nuclear 
release  is  received 

•  more  emphasis  on  very  long  links  back  to  the  releasing  authority. 

The  first  bullet  relaxes  some  of  the  concerns  regarding  temporary  disruption 
of  RF  links;  it  is  more  important  to  assure  system  turn-on  than  to  maintain 
communications  between  BMD  and  HA.  The  second  bullet  puts  more  concern  on  HF 
disruption  via  D-layer  absorption,  because  a  high  altitude  burst  may  be  the 
first  confirmation  of  hostilities.  Fortunately  this  is  one  of  the  most 
studied  nuclear  weapons  phenomena,  and  the  existing  data  base  should  be 
adequate. 


Another  technology  which  might  be  examined  for  BMD  applications  is 
meteor  burst  communications.  Nuclear  detonations  create  significant  ioniza¬ 
tion  which  may  actually  enhance  meteor  burst  communications,  and  will  to  some 
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degree  compensate  for  the  disruptive  effects  of  D-layer  absorption.  Meteor 
burst  communications  is  being  investigated  for  MX,  and  these  efforts  should  be 
expanded  for  BMD  applications. 

3.5  AREAS  REQUIRING  PROGRAMMATIC  DECISIONS 

Other  top-level  issues  concern  the  use  of  existing  hardware  (espe¬ 
cially  COMSEC)  and  the  impact  of  MX  coordination.  The  key  to  resolving  these 
issues  does  not  reside  directly  in  the  C3  V&H,  but  rather  in  obtaining  some 
high  level  decisions  to  resolve  some  basic  questions.  These  problem  areas  are 
discussed  below. 

3.5a  Does  BMD  Have  an  IOC? 

At  present,  a  near-term  BMD  system  does  not  appear  likely.  From  a  C3 

perspective,,  this  is  probably  advantageous  because,  if  a  near-term  IOC  is 

3 

specified,  there  are  major  constraints  imposed  upon  the  C  system,  including: 

3 

•  C  equipment  will  have  to  be  predominantly  "off-the-shelf" 

equipment  and  will  have  to  be  shielded  against  the  expected 

environments  in  these  facilities.  Redesign  of  hardened  equipment 
will  probably  not  be  feasible. 

3 

•  A  survivable  C  system  will  be 3 overdesigned  to  compensate  for 

unknown  vulnerabilities.  The  C  system  will  probably  be  over- 
specified,  both  In  the  number  of  types  of  communications  links 
employed  (fiber  optics,  HF,  LF/VLF,  etc.)  and  in  the  number  of 
redundant  links  between  any  two  nodes. 

.  3 

This  will  result  in  a  C  system  which  is: 

•  Very  expensive 

•  More  complex  than  necessary  and  probably  less  reliable  than 

desi red 

•  Of  unknown  confidence  with  respect  to  survivability. 


An  intermediate  IOC,  perhaps  in  the  early  1990s,  appears  more  likely, 
and  it  should  be  possible  to  resolve  some  of  the  major  uncertainties, 
including: 

•  The  shock  vulnerability  of  buried  fiber  optic  cables 

•  Approximate  bounds  on  multiburst  environments 

•  The  utility  and/or  vulnerability  of  aircraft  as  part  of  the  C"* 

system. 

•  Impact  of  nuclear/dust  lightning 

3 

•  Approximate  quani ti fication  of  the  contribution  of  C  to  total 

system  effectiveness. 

If  the  IOC  is  very  distant  (or  not  specified  at  all),  then  all  of  the 

above  plus  second-order  uncertainties  could  either  be  resolved,  or  at  least 

better  understood.  More  importantly,  the  additional  time  would  allow  multiple 

3 

interactions  between  the  BMD  system  designers  and  the  C  system  designers, 

3 

which  would  produce  a  C  that  is  tailored  to  the  BMD  system  from  the  stand¬ 
point  of  system-level  survivability  and  endurability.  Schedules  and  mile¬ 
stones  are  discussed  in  greater  detail  in  Section  5. 

3.5.2  Interface  of  HA  to  BMD 

The  role  of  higher  authority  has  a  bearing  on  the  definition  of  the 
man-machine  interface,  which  in  turn  has  a  bearing  on  how  the  interface 

3 

between  the  C  system  and  the  Battle  Manager  is  defined.  Therefore,  the  role 

.  .  3 

of  higher  authority  in  the  definition  of  C  requirements  should  be  defined 
first.  There  are  several  aspects  of  the  higher  authority  interface  including: 

•  Nuclear  release  authority 

•  Withdrawal  of  nuclear  release  authority 

•  Modification  of  the  engagement  philosophy  or  tactics. 


A  crucial  requirement  of  any  BMD  system  is  a  timely  turn  on  of  the  system  and 
the  granting  of  nuclear  release  authority.  Withdrawal  of  nuclear  release 
authority  can  also  be  of  major  concern,  particularly  if  there  is  no  man- 
machine  interface  to  modify  engagement  tactics.  For  example,  if  in  the 
conduct  of  a  BMD  engagement  it  appears  that  the  system  is  not  working 
correctly,  there  could  conceivably  be  a  human  decision  to  launch  MX  even  in 
the  presence  of  an  attack.  If  there  is  no  provision  to  modify  the  battle 
management  philosophy  being  followed  by  the  Battle  Manager,  the  only  way  to 
accomplish  this  would  be  to  essentially  turn  the  system  off.  If  there  is 
interaction  between  human  beings  and  the  Battle  Manager,  then  the  requirement 
to  withdraw  nuclear  release  authority  is  probably  less  pressing,  but  preser¬ 
vation  of  the  man-machine  interface  is  all  important. 

3.5.3  Definition  of  the  Man-Machine  Interface 

Current  thinking  is  that  the  Battle  Manager,  once  turned  on,  will  be 
a  completely  automated  system  and  function  autonomously  until  turned  off. 
This  is  an  area  that  deserves  additional  thinking,  not  only  from  the  political 
standpoint  of  attempting  to  design  a  truly  "fail-safe"  system,  but  also  from 
the  standpoint  of  V&H  concerns  which  include: 

e  Computer  upset 
§  Link  disruption 

•  V&V  (verification  and  validation)  of  large  complex  software  that 
comprises  the  Battle  Manager. 

3.5.4  The  C^/Battle  Manager  Interface 

The  current  division  of  responsibility  between  the  Battle  Manager  and 

2 

the  C  system  is  based  upon  functional  responsibility.  The  Battle  Manager  is 
responsible  for  the  conduct  of  a  nMD  engagement,  including: 

•  Threat  character! z3tion 

•  Assignment  of  BMD  resources,  including  radars,  missiles,  and 
distributed  battle  management  functions 
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•  Engagement  planning 

•  Launching  of  missiles  to  engage  threats 

•  In-fl ight  updates 

•  Status  monitoring 

2 

The  C  system  would  be  responsible  for  all  other  command  functions,  including: 

•  Status  monitoring  and  reporting 

•  System  turn  on  and  turn  off 

•  Coordination  with  MX  (under  Battle  Manager  control) 

•  Selection  of  message  routes 

•  Encryption/decoding 

•  Monitoring  of  message  traffic  and  selection  of  priority  messages. 

Although  there  is  a  functional  division  of  responsibility,  both  the  Battle 
2 

Manager  and  the  C  system  will  share  the  same  communications  network,  the  same 
transmitters  and  receivers,  and  the  same  computers.  Stated  another  way,  the 
division  of  hardware  responsibility  is  out  of  synchronization  with  the  divi¬ 
sion  of  functional  responsibility.  As  previously  discussed  in  Section  2.3.3, 
some  decisions  on  this  interface  are  needed. 

There  are  still  other  interface  and  coordination  problems,  and  these 
are  discussed  further  in  the  next  section. 

3.6  INTERFACES  AND  COORDINATION 

3.6.1  Interface  with  the  National  Security  Agency 

It  is  NSA's  responsibility  to  design  and  oversee  the  development  of 
all  COMSEC  equipment.  For  application  to  BMD,  there  are  three  primary  options: 


•  Initiate  a  request  to  NSA  to  development  COMSEC  gear  that  is  hard 
to  a  specified  level  of  nuclear  environment 

§  Use  existing  COMSEC  gear  and  provide  adequate  shielding  to  ensure 
that  current  hardness  levels  are  not  exceeded.  These  hardness 
levels  will  have  to  be  provided  by  NSA 

•  Use  existing  COMSEC  gear  and  include  a  provision  to  circumvent 
the  COMSEC  gear  in  the  event  of  equipment  failure.  The  C^  system 
would  then  have  to  be  designed  to  shift  from  an  encrypted  message 
format  to  a  non-encrypted  format. 

The  last  option  is  probably  of  interest  only  if  the  IOC  is  near-term.  The 

last  two  options  would  add  to  the  near-term  priority  of  adequately  specifying 
the  environments  in  the  SEC  and  the  SIS.  If  a  far-term  IOC  is  specified  (or 

not  specified  at  all),  there  are  some  definite  advantages  to  developing  a  new 

series  of  COMSEC  gear.  It  could  probate  be  made  harder  than  current  equip¬ 
ment,  and  it  could  also  be  specifically  tailored  to  BMD  applications. 

3.6.2  Interface  with  the  Air  Force 

If  an  optical  adjunct,  or  aircraft  relays,  and/or  an  airborne  command 

post  is  included  as  part  of  the  BMD  system,  there  will  be  a  strong  need  to 

interface  with  the  Air  Force.  Even  with  a  far- term  IOC,  it  is  unlikely  that 

BMD  requirements  would  have  a  significant  impact  on  the  development  or  the 

hardness  of  the  aircraft.  The  development  timelines  for  any  new  aircraft  are 

extremely  long  as  is  an  aircraft  hardening  program.  As  a  result,  the  BMD 

system  will  probably  have  to  live  with  whatever  aircraft  can  be  provided  by 

the  Air  Force  (if  an  aircraft  is  utilized).  Where  BMD  requirements  can  have 

an  impact  is  with  respect  to  the  number  of  aircraft  required,  where  they  are 

3 

based,  and  the  onboard  C  equipment. 

There  has  been  some  consideration  given  to  providing  an  airborne 
defensive  operations  center  on  the  MX  Airborne  Launch  Control  Center  (ALCC). 
However,  the  current  baseline  ALCC  aircraft  for  MX  is  a  derivative  of  the 
Boeing  707,  and  there  is  probably  insufficient  room  and  carrying  capacity  to 
also  accommodate  BMD  communications  eouipment.  Consequently,  if  it  is  decided 
to  merge  the  airborne  DCC  and  the  ALCC  functions  on  a  single  aircraft,  such  a 
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decision  needs  to  be  made  sooner  rather  than  later  in  order  to  specify  an 
adequate  size  aircraft  (such  as  a  derivative  of  the  Boeing  747). 

The  other  major  interface  with  the  Air  Force  is  with  respect  to  MX 

coordination.  As  discussed  in  the  previous  section,  there  is  a  coupling 
3 

between  the  C  vulnerability  issues  and  the  degree  of  MX  coordination.  How¬ 
ever,  the  linkage  is  such  that  policy  decision  are  the  dominant  factors  and 

3 

will  influence  the  relative  priorities  of  C  V&H  issues,  and  not  the  other  way 
around.  This  is  but  one  more  example  of  the  need  for  high-level  decision  to 
initiate  future  V&H  activities. 

One  possibility  which  probably  deserves  more  attention  is  the  use  of 
remotely  piloted  vehicles  (RPVs)  or  airborne  relays.  These  might  be  either 
temporary  relays  to  be  used  until  the  relay  aircraft  are  on  station,  as 
backups  to  relay  aircraft  if  they  are  destroyed,  or  even  used  in  lieu  of  relay 
aircraft.  The  RPVs  might  be  supplied  by  either  the  Air  Force  or  the  Army;  if 
Air  Force  supplied,  the  interface  requirements  would  be  similar  to  those  for 
ai rcraft. 
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4.0  TOOLS  NEEDED  FOR  VERIFICATION  OF  A  V&H  PROGRAM 


4.1  C3  EVALUATION 

The  evaluation  of  the  vulnerability  and  hardness  of  the  BMD  C  system 
design,  and  the  feedback  of  that  evaluation  to  influence  the  design,  can 
involve  a  large  number  of  analyses  and  test  procedures  spanning  a  wide  range 
of  technologies.  Over  the  past  several  years  a  number  of  computerized 
analysis  tools  have  been  developed  to  aid  BMD  systems  designers.  Many  of 
these  computer  programs  have  application  for  V&H  studies  of  other  system  com- 
ponents  as  well  as  C  (such  as  radars  and  interceptor  farms).  In  the  discus¬ 
sion  below,  the  kinds  of  analyses  that  need  to  be  performed  for  design  verifi¬ 
cation  are  listed  and  grouped  into  subject  categories.  The  emphasis  is  on 
computer  programs  and  analysis  methodologies  for  V&H  program  verification 
purposes;  the  role  of  the  fabrication  technique,  parts  selection,  quality 
control ,  testing,  and  other  related  disciplines  is  not  considered  here. 

4.1.1  Nuclear  Environment  Calculations 

Nuclear  environment  calculations  are  essential  to  a  V&H  analysis. 
Table  4-1  lists  the  most  important  nuclear  environments  with  a  short  comment 
about  the  availability  of  computer  programs  to  calculate  each  environment.  In 
this  terminology,  a  "systems-level"  code  is  one  whose  detail  and  accuracy  are 
adequate  as  starting  points  for  component  response  analysis,  but  computer  run 
time  and  requirements  are  moderate.  There  are  some  deficiencies  in  our  under¬ 
standing  of  these  phenomena  which  are  reflected  in  the  lack  of  computer  pro¬ 
gram  coverage  of  these  areas.  Furthermore,  some  of  the  calculations  require 
data  about  the  site  before  really  meaningful  calculations  can  be  made.  Table 
4-1  also  lists  some  typical  free- field  programs  that  have  been  used  in  past 
studies  and  summarizes  some  of  the  shortcomings  of  computer  tools  for  each 
envi ronment. 
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4.1.2  C  Node  Damage 


Communications  networks  are  typically  modeled  as  a  collection  of 

nodes  and  links,  where  nodes  represent  locations  where  messages  originate,  are 

3 

relayed,  or  are  received  and  used.  Typical  equipment  at  a  C  node  may  include 
RF  transmitters  and  receivers;  cable  or  land  line  transmitters  and  receivers; 
computers  and  data  processing  equipment;  cryptographic  and  error-correcting 
encoding  and  decoding  equipment;  sensors  and  status  indicators,  and  RF 

3 

antennas.  These  C  components  are  usually  part  of  the  installation  they 

serve,  such  as  a  radar  or  interceptor  silo.  A  vulnerability  assessment  of  the 

overall  structure  response  to  air  blast,  ground  shock,  thermal  radiation,  and 

3 

debris  environments  would  generally  be  performed  independently  of  the  C  func¬ 
tions  of  the  facility.  Additional  response  calculations  for  these  environ- 

3 

ments  will  be  needed  for  certain  types  of  C  equipment  such  as  antennas  and 

3  3 

antenna  connections,  cable  connections,  and  some  C  -related  sensors.  C  equip¬ 
ment  mounting  and  shock  environment  survival  must  also  be  examined  for  each 

3 

piece  of  eauipment.  Since  essentially  all  C  components  are  electrical  equip¬ 
ment,  a  separate  study  must  be  made  of  system  and  component  response  to  EMP, 

nuclear  radiation,  and  nuclear  cloud  lightning.*  For  completeness,  the  power 

3 

supply  survivability  must  also  be  determined  either  as  part  of  the  C  analysis 
or  during  the  course  of  the  overall  facility  evaluation. 

Ground  facility  damage  response  calculations  are  specific  to  a  par¬ 
ticular  system  design  and  generally  involve  complex  computer  modeling.  The 
system  must  be  described  in  sufficient  detail  so  that  the  free-field  environ¬ 
ments  can  be  applied  to  the  structure  or  equipment  in  a  meaningful  way.  The 
data  collection  requirements  for  representing  the  system  usually  dominate  the 
computer  code  analysis  process.  Fortunately,  most  of  the  relevant  material 
and  electrical  properties  needed  for  these  calculations  have  been  collected  in 
handbooks  or  data  tapes.  Table  4-2  lists  some  of  the  more  important  C  node 


*As  well  as  ordinary  lightninq. 


3 

Table  4-2.  Illustrative  Examples  of  C  System  Response  Calculations 

to  Damaging  Environments 


1.  Tree-Field  Environment:  Ground  shock  acceleration  and  displacements 

System  Response  Example:  Verify  the  integrity  of  a  transmitter  mounting 

Data  Needs:  •  Transmitter  size,  weight,  and  weight  distribution 

•  Shock  mount  elastic  properties  and  travel  limits 

•  Shock  mount  yield  and  ultimate  strengths 

2.  Tree-Field  Envi ronment :  Ground  motion 

System  Response  Example:  Verify  buried  cable  survival  at  the  entry  point  to  an  interceptor  silo 

Data  Needs:  •  Cable  tensile  strength 

•  Burial  depth  and  surrounding  geology 

•  Cable  configuration  near  silo  entry  point 

•  Earth/cable  coefficient  of  friction 
■  Cable  penetration  design 

EMP 

Compute  current  time  history  at  a  receiver  power  supply  cable  for  design 
of  EMP  tests 

•  Receiver  mechanical  layout  and  positioning 

•  Power  supply  cable  routing 
t  Cable  pentration  design  details 

•  EMP  surge  arrestor  and  other  hardware  performance  data 
a  Cable  termination  parameters 

Nuclear  Radiation 

Determine  radiation  environments  at  a  hardened  tape  drive  inside  a  Support 
Equipment  Vault 

•  Geometric  model  of  the  facility 

•  Material  (elemental) composi tion  of  facility  component  parts 

•  Neutron  and  gamma  ray  cross  section  library 

Determine  TREE  effects  on  a  hardened  tape  drive 

•  Circuit  diagram 

•  Piece  parts  identification  (detailed) 

•  Piece  parts  radiation  response  data  or  estimates 

•  Normal  operating  parameters  and  tolerances 

5.  rree-Field  Environment:  Thermal  Radiation  (Fireball  Exposure) 

Sys ten  Response  Example:  Whip  Antenna  temperature  history 

•  Antenna  design 

•  Antenna  materials  and  coatings 

•  Heat  conduction  coefficients 


3.  rree-Fitld  Environment: 
System.  Response  Example: 

Data  <ccd s : 


4.  Free-FielJ  Environment: 
System  Besponse  Example(A): 

Data  Needs: 

Sys  tern  Response  Example(B): 
Data  Needs: 


:ata  Needs: 
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V&H  INTERFACES 


2 

In  addition  to  the  C  /Battle  Manager  interface,  the  principle  inter- 

3 

faces  with  the  C  V&H  activities  have  to  do  with  (1)  the  nuclear  environments 

3 

in  the  SEC,  SIS.  and  other  facilities  housing  C  equipment,  and  (2)  the  system 
V&H  program.  Much  of  the  C  equipment  is  obviously  electronic,  and  there  is  a 
tradeoff  to  be  made  between  hardening  the  equipment  and/or  increasing  the 
radiation  shielding  afforded  by  the  facility.  The  costs  and  problems  and 
confidence  of  providing  shielding  need  to  be  balanced  against  a  similar  set  of 

3 

concerns  on  equipment  hardening.  There  is  also  the  need  to  integrate  the  C 

3 

V&H  with  the  system  V&H;  for  example,  major  efforts  to  reduce  C  vulnerability 
should  produce  a  corresponding  improvement  in  system  effectiveness. 

5.3  MAJOR  MILESTONES 

Not  shown  in  Figure  5-1  are  a  number  of  key  decisions  which  will  have 
a  major  impact  on  how  a  BMD  system  might  be  designed,  and  consequently  on  how 
a  V&H  program  might  be  structured.  These  were  discussed  in  Section  3.5;  to 
briefly  review,  some  of  the  key  unanswered  questions  that  remain  are: 

•  where  is  the  manned  interface? 

a  will  an  exo-atmospheric  capability  be  part  of  the  system? 

•  is  an  optical  adjunct  to  be  included? 

A  number  of  proposals  have  been  suggested,  but  some  decisions  on  these  most 
basic  questions  are  needed.  Again,  the  importance  of  some  decisions  on 
fundamental  concepts  is  emphasized;  these  are  crucial  to  the  development  of  a 

3 

C  system  in  general,  and  a  V&H  program  in  particular. 

For  the  V&H  efforts  pertaining  to  fiber  optics,  there  are  two  major 
milestones  prior  to  developing  a  baseline  fiber  optic  network  and  the  asso¬ 
ciated  performance  data  base.  These  are: 
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5.0  SCHEDULES  AND  MILESTONES 


3 

An  overview  of  the  schedules  and  milestones  for  the  C  V&H  activities 
is  shown  in  Figure  5-1.  This  schedule  includes  only  those  activities  which 

3 

are  part  of  a  "top-down"  approach  to  C  design;  many  of  the  traditional 
aspects  of  a  V&H  program  such  as  EMP  and  TREE  analyses,  are  conducted  after 
hardware  designs  are  available. 

5.1  SCHEDULE  CONSTRAINTS 

The  schedule  shown  is  not  constrained  by  a  system  IOC.  However, 
there  are  some  other  constraints.  First,  there  are  programmatic  inputs  with 
respect  to  HA  and  MX  coordination  which  are  needed  (in  addition  to  a  C  archi¬ 
tecture  for  BMD)  to  define  message  rate  requirements,  which  is  a  key  driver  in 
the  vulnerability  analyses  of  the  RF  network (s).  It  should  also  be  noted  that 
high-level  decisions  regarding  how  and  when  messages  are  sent  between  BMD  and 
MX  and  BMD  and  HA  are  also  a  necessary  prelude  to  the  V&H  of  COMSEC  gear. 

Between  the  two  major  building  blocks  of  fiber  optics  and  RF  propa¬ 
gation,  RF  propagation  will  dominate  the  VXH  efforts.  Not  only  are  there  more 
specific  topics  to  evaluate  purely  from  a  propagation  standpoint,  but  also 
there  are  more  topics  which  are  logically  evaluated  in  sequence;  hence,  the 
timelines  are  somewhat  longer. 

The  computer  hardening  efforts  can  be  accomplished  at  almost  any 
point  in  the  program  after  computer  sizing  is  complete  and  the  nuclear 
environments  are  specified.  The  principle  constraints  on  the  cimputer 

3 

hardening  efforts  will  be  the  coordination  between  the  C  system  and  the 
Battle  Manager;  as  previously  discussed,  there  are  probably  more  problems  with 
making  certain  that  the  C  and  Battle  Manager  functions  work  together  than 
with  any  actual  hardening  of  the  computer. 
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point  during  the  attack.  The  timing  of  this  failure  will  deoend  on  the 

3 

scenario  as  well  as  the  C  node  or  link  hardness.  The  measures  of  system 

effectiveness,  such  as  the  number  of  MX  missiles  saved,  can  be  evaluated  both 

3 

with  and  without  this  C  failure  and  a  semi -quantitative  estimate  made  of  the 
3 

value  of  C  system  survivability  improvements.  By  extending  this  kind  of 

3 

analysis  to  other  C  system  components  and  other  scenarios,  a  broader 

3 

perspective  of  the  C  V&H  activity  usefulness  can  be  developed. 

There  are  a  limited  number  of  ballistic  missile  defense  simulations 

3 

that  could  be  useful  for  a  C  system  evaluation.  One  of  these  is  the  RING 
code,  developed  by  McDonnell -Dougl as  over  a  period  of  several  years  and  now 
being  applied  to  BMD.  RING  is  primarily  a  radar/mi ssile/RV  engagement 
simulation;  documentation  of  the  most  recent  version  is  now  in  draft  form.  A 
second  large  scale  BMD  simulation  is  the  ENDOSIM  program,  developed  by  the 
Honeywell  Corp.  for  the  BMDATC  Missile  Directorate.  ENDOSIM  emphasizes 

3 

non-nuclear  kill  missile  operations  and  does  not  include  C  .  Both  RING  and 

ENDOSIM  are  operational,  although  upgrades  and  modifications  continue  to  be 

made.  Still  under  development  by  Teledyne  Brown  is  the  BMD  Defense  Module 

Simulation  (DMSIMl.  A  provision  is  being  made  for  a  C  model  in  DMS1M,  but 

the  initial  implementation  of  this  model  will  handle  only  communications 

between  the  sensor  and  engagement  controller  (SEC),  and  the  interceptor 

subsystem.  Finally,  the  Multiple  Engagement  Model  (MEM),  developed  by  Science 

Applications,  Inc.  simulates  the  operation  of  an  enhanced  Soviet  BMD  system 

with  both  Spartan-like  and  endoatmospheric  interceptors.  MEM  includes  a  radar 

and  interceptor  farm  netting  model  which  can  experience  random  reliability 

3 

failures  during  an  engagement.  Adding  or  upgrading  the  C  modeling  in  one  of 

3 

these  simulations  to  model  BMD  C  explicitly  would  provide  a  tool  with 

3 

capability  to  provide  a  great  deal  of  insight  into  the  value  of  C  to  BMD. 
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links  are  primarily  for  peacetime  operation;  others  must  be  made  survivable  if 

the  system  is  to  function  properly  during  the  trans-attack  period  of  a  nuclear 

3 

strike.  Some  aspects  of  C  system  operation  are  of  obvious  value  to  system 
operation;  e.g.,  the  link  to  Higher  Authority  allows  the  decision  to  engage  to 

be  passed  to  the  system.  The  value  of  other  links,  and  the  value  of  link 

3 

survivability,  are  often  less  apparent.  The  C  contribution  to  overall  BMD 
effectiveness  is  difficult  to  evaluate,  particularly  as  a  function  of  link 
purpose  and  hardness.  For  instance,  if  a  Long  Range  Radar  (LRR)  is  deployed 
with  BMD,  how  valuable  is  the  link  from  that  radar  to  the  BMD  Battle  Manager? 
And  how  does  that  value  change  with  time-- is  this  link  still  needed  after  BMD 
autonomous  operation  begins?  Are  there  still  functions  the  LRR  can  perform 
(if  it  is  not  destroyed)  as  the  attack  on  MX  and  BMD  develops?  These  kinds  of 
questions  must  be  answered  before  the  contribution  of  this  link  to  overall 
performance  can  be  deduced. 

3 

There  are  several  ways  the  C  contribution  to  BMD  performance  can  be 
evaluated.  One  of  the  most  commonly  employed  techniques  is  the  use  of 
engagement  simulations.  A  good  BMD  simulation  will  predict,  for  a  given  set 
of  scenario  conditions,  the  outcome  of  an  engagement  between  the  defense  and 
the  attacking  RVs.  Various  measures  of  merit  are  used  to  evaluate  this  out¬ 
come;  these  can  include  the  number  of  RVs  shot  down,  the  number  of  MX  missiles 
saved  in  their  silos,  the  number  of  MX  missiles  successfully  launched  (e.g., 
against  a  pindown  threat),  the  fraction  of  defensive  missiles  successfully 
employed,  etc.  Some  parameters  of  the  engagement  such  as  radar  or  missile 
reliability  are  introduced  by  Monte  Carlo  sampling  of  a  probability  distribu¬ 
tion,  so  several  runs  may  be  needed  to  obtain  an  average  outcome.  No  computer 
simulation  can  match  the  complexity  of  an  actual  engagement,  and  the  results 
should  not  be  interpreted  as  predictions  of  real  system  performance;  however, 
simulations  can  be  used  to  compare  different  system  operating  rules,  hardware 
concepts,  deployments,  and  other  similar  features. 

3 

If  a  BMD  engagement  simulation  explicitly  includes  the  C  subsystem, 
the  importance  of  this  subsystem  can  be  evaluated  by  postulating  different 
capabilities  for  the  system  and  looking  at  the  engagement  outcomes.  In  par¬ 
ticular,  a  system  vulnerability  may  show  up  as  a  communication  failure  at  some 
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response.  These  simulation  results  are  strongly  scenario  dependent  and  should 
be  employed  with  caution  where  attack  scenarios  are  not  well  established.  The 
kind  of  outputs  produced  by  dynamic  network  analysis  programs  are: 

•  Total  Network  Parameters 

-  Node  and  link  probabilities  of  survival 

-  Node  and  link  availability  as  a  function  of  time 

-  Probability  of  correct  message  receipt  as  a  function  of  time 

•  Node-Specific  Data  Output 

-  Node  dead  times 

-  Order  of  nodes  receiving  a  message 

-  Message  arrival  times  at  each  intermediate  and  destination  node 

Optimal  attacks  against  a  network  are  difficult  to  compute  for  large 
networks  because  of  the  complexity  of  the  problem.  Optimal  node  or  link 
attacks  are  often  produced  as  a  by-product  of  static  network  analysis,  but  the 
conditions  for  deriving  these  results  are  usually  somewhat  restrictive. 
Attacks  to  take  advantage  of  nuclear  effects  on  RF  links  have  been  studied  for 
certain  frequencies  and  propagation  modes.*  Many  of  the  scenarios  of  interest 

3 

to  determining  C  connectivity  and  correct  message  transmittance  are  directed 

3 

at  other  targets  (such  as  the  MX  field)  with  C  attacks  incidental  to  the  main 
objective. 

4.2  EVALUATION  OF  C3  CONTRIBUTION  TO  SYSTEM  PERFORMANCE 

The  BMD  C3  System  links  together  the  sensors  (SEC,  Optical  Adjunct 
aircraft,  etc.),  the  interceptor  missile  farms,  and  the  Battle  Manager  and 
ties  these  to  Higher  Authority  and  perhaps  to  MX.  Some  of  the  communications 


*0ne  useful  report  is:  B.  Gambill  Jr.,  "Design  for  an  Anticommunications  Link 
Attack,"  GE75TMP-16 .  General  Electric-TEMPO,  Santa  Barbara,  Cal.  October 
1975  (o). 


any  two  nodes;  the  minimum  number  of  link  cuts  to  disconnect  a  node,  and 

several  other  indicators  of  inherent  network  survivability.  There  are  dynamic 

network  simulations  that  evaluate  network  performance  as  a  function  of  time  as 

the  ability  to  communicate  degrades  during  an  attack.  As  a  complement  to 

these  there  are  network  attack  optimization  programs  that  help  structure 
3 

attacks  against  C  assets.  As  might  be  expected,  there  are  no  all-purpose 
programs  or  techniques  that  address  all  the  BMD-related  design  and  surviv¬ 
ability  questions. 

3 

A  great  many  static  C  network  analysis  programs  have  been  written. 

There  are  even  more  programs  designed  to  treat  electrical  networks,  some  of 

3  3 

which  are  general  enough  to  use  on  C  nets  as  well.  C  network  programs  are 
frequently  employed  as  design  tools  to  insure  adequate  connectivity  and  data 
rate  between  various  nodes  at  minimum  cost.  Some  of  these  programs  include 
reliability  or  node  failure  possibilities  and  determine  the  "robustness"  of 
the  system  to  arbitrary  removal  of  various  nodes  and  links.  A  typical  program 
of  this  genre  was  developed  by  the  Air  Force  Weapons  Laboratory.*  Codes  of 

3 

this  type  are  especially  useful  in  designing  C  systems  that  will  be  subject 
to  attack,  especially  when  used  in  conjunction  with  attack  optimization  pro¬ 
grams.  GTE  has  used  a  network  analysis  program  to  analyze  the  connectivity  of 
BMD-type  nodes  connected  by  fiber  optics  cables.  Details  of  this  program  are 
not  known  (to  TITAN  Systems)  at  this  time. 

Analysis  of  network  response  to  a  nuclear  attack  is  the  basic  purpose 
of  several  of  the  systems  analysis  codes  listed  in  Section  4.1.4,  including 
WEDCOM,  NUCOM,  S1MBAL,  HFNET ,  PNAC,  and  STRAT  COMMAND.  These  programs  have 
the  unique  capability  of  determining  link  outage  and  recovery  as  a  function  of 
time  from  nuclear  interference  with  RF  propagation.  Some  of  the  programs  can 
include  a  j arming  threat  as  well  as  nuclear  attack.  This  type  of  dynamic 
network  analysis  code  is  typically  a  Monte  Carlo  simulation  and  several  itera¬ 
tions  are  needed  to  gather  any  statistical  information  about  the  system 


♦William  P.  Dotson,  Jr.,  "Network  Analysis  and  Reliability  Assessment  of  Sys¬ 
tems,"  AFWl-TR-74-138.  The  Air  Force  Weapons  Laboratory,  Kirtland  AFB,  N.M. 
June  1974  (U). 
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The  findings  of  this  short  survey  of  propagation  codes  are  summarized 

bel ow : 

3 

•  All  of  the  codes  for  evaluating  nuclear  effects  on  C 
systems  are  large  and  complex 

Program  utilization  requires  skilled  personnel 

Data  preparation  can  be  time-consuming 

3 

In  many  cases  no  simple  analysis  of  nuclear/C 
problems  is  feasible 

•  Most  of  these  programs  have  been  under  development  for 
several  years 

Several  have  up-to-date  nuclear  phenomenology 
models 

3 

•  Unfortunately  the  C  codes  identified  here  do  not 
really  address  the  BMD  problems  well 

3 

Most  of  the  C  codes  are  structured  for  long 
(>  1,000  km)  path  length 

Only  NUCOM  and  NORSE  cover  frequencies  of  primary 
interest  to  BMD 

Late-time  phenomenology  (>  30  minutes)  is  care¬ 
fully  treated  by  these  codes,  but  is  not  of 
critical  importance  to  BMD 

The  conclusion  is  that  the  existing  codes  are  probably  not  adequate  for  the 

3 

entire  range  of  BMD  C  V&H  issues. 

4.1.5  Network  Analysis 

The  nodes  and  links  that  comprise  a  communications  system  collec- 

3  3 

tively  constitute  the  C  network.  The  overall  survivability  of  the  C  system 

and  its  ability  to  transmit  the  messages  that  allow  BMD  to  operate  is  a 
function  of  the  network  properties  as  well  as  the  vulnerability  of  individual 
nodes  and  links.  Network  performance  and  resistance  to  damage  can  be  deter¬ 
mined  by  several  different  types  of  computer  programs.  There  are  static  net¬ 
work  design  programs  that  can  compute  the  number  of  redundant  paths  between 
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•  Systems  Analysis  Codes 


SIMBAL 

HFNET 

RANC 

PNAC 

STRAT  COMMAND 

Research  codes  tend  to  be  based  on  "first  principles"  with  physics  modeling  as 
complete  as  is  possible.  The  general  purpose  of  these  codes  is  to  increase 
our  understanding  of  both  communications  and  nuclear  effects  phenomenology  and 
of  their  interactions.  Since  these  codes  are  research  tools  they  are  con¬ 
tinually  being  changed  and  are,  as  a  rule,  poorly  documented.  MRCSIM  is  a 
collection  of  programs  usually  run  in  three  parts  for  analysis  of  selected 
propagation  problems.  SCENARIO  has  some  documentation;  it  uses  a  high  alti¬ 
tude  grid  and  a  hydro-code-like  approach  to  satellite  communications.  The 
NOSC  (Naval  Ordnance  Systems  Command)  codes  are  detailed  propagation  simula¬ 
tions  mostly  at  lower  frequencies.  These  are  combined  with  WEPH  code  phenom¬ 
enology  to  give  nuclear  interference  effects. 

Engineering  codes  will  use  the  most  accurate  representation  of  the 

phenomenology  consistent  with  our  understanding  of  the  technology,  unless 

computer  requirements  become  prohibitive.  These  programs  can  be  used  for 

studies  on  problems  of  restricted  scope,  but  are  not  usually  fast  enough  for 

extensive  parametric  analysis.  Most  of  these  programs  are  documented  and 

3 

available  within  the  community  for  C  and  nuclear  effects  studies. 

3 

The  final  category  of  C  programs  are  those  used  for  systems 
analysis.  These  programs  contain  approximations  or  phenomenology  limitations 
so  that  either  very  large  problems  can  be  handled,  or  parametric  analysis  can 
be  done  for  smaller  problem  sets.  All  of  the  codes  listed  above,  in  all  three 
categories,  are  limited  as  to  the  frequencies  they  cover,  the  propagation 
modes  treated,  the  time  frame  of  interest,  and  the  generality  of  the  computer 
model ing. 
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4.1.4  RF  Link  Evaluation 

RF  links  that  may  be  a  part  of  the  BMD  C  system  include  both 
transmissions  to  and  from  remote  nodes  (particularly  Higher  Authority  and  the 
Optical  Adjunct  aircraft)  and  radio  links  between  the  various  BMD  components. 
Frequencies  mentioned  for  these  RF  connections  include  VLF,  HF  and  UHF. 
Nuclear  weapon  bursts  generate  ionized  regions  that  interfere  with  RF 
propagation  in  several  different  ways,  depending  on  frequency,  propagation 
mode,  burst  yield  and  altitude,  and  other  factors.  The  interference  phe¬ 
nomena,  often  loosely  termed  "blackout",  are  quite  complex  and  this  complexity 
is  reflected  in  the  computer  codes  that  have  been  developed  for  C  link  analy¬ 
sis.  A  summary  description  of  several  of  these  computer  codes  was  compiled 
recently  as  part  of  a  survey  of  literature  of  value  to  BMD  C3  V&H  studies.* 
The  major  findings  of  that  report  are  extracted  below. 

Computer  programs  for  analysis  of  nuclear  effects  on  electromagnetic 
propagation  can  be  grouped  into  one  of  three  categories:  research  tools, 
engineering  codes,  and  systems  analysis  codes. 

•  Research-Oriented  Codes 

MRCSIM 

SCENARIO 

NOSC  Propagation  Codes 

•  Engineering  Codes 

WEDCOM 

NUCOM 

ROSCOE 

NORSE 

WEPH 


3 

*R.  Curtis  Lee,  "Applicability  of  Existing  C  Vulnerability  and  Hardness 
Analyses  to  BMD  System  Issues."  Report  No.  R-20-82-004.  Titan  Systems  Inc., 
La  Jolla,  Calif.  Jan.  13,  1983  (U). 
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Table  4-3.  Typical  Ground  Facility  Response  Codes  (Continued) 


damage  response  calculations,  gives  a  hypothetical  example  of  each,  and 
indicates  in  very  general  terms  the  kinds  of  data  about  the  design  needed  to 
make  a  vulnerability  assessment. 

3 

The  variety  of  possible  calculations  dealing  with  C  node  response  is 
only  hinted  at  in  Table  4-2.  It  is  apparent  that  these  kinds  of  analyses  are 
an  intimate  part  of  the  design  process  and  that  verification  of  system  hard¬ 
ness  at  this  stage  must  be  very  selective.  Mechanical  design,  even  to  the 

severe  environment  levels  of  interest  to  BMD,  is  part  of  standard  engineering 

practice  and  should  not  require  as  much  Program  Office  attention  as  the  unique 
nuclear  environments.  These  environments  include  EMP,  nuclear  radiation,  and 
thermal  radiation.  There  are  computer  programs  available  for  many,  but  not 
all,  aspects  of  the  node  damage  response  problem.  A  typical  set  of  these 

codes,  along  with  brief  descriptions,  is  provided  in  Table  4-3.  Because  of 
the  complexity  of  these  programs  and  their  extensive  data  requirements, 

analyses  of  system  response  should  only  be  undertaken  by  groups  who  are  inti¬ 
mate  with  the  technologies  involved.  Only  those  who  are  experienced  in  these 
areas  can  properly  formulate  the  problem  to  be  solved,  identify  the  compu¬ 

terized  tools  to  be  used,  quickly  assemble  the  data  needed,  and  interpret  the 
output  correctly. 

4.1.3  Fiber  Optic  Link  Evaluation 

One  of  the  possible  communications  links  within  the  BMD  complex  is 

buried  fiber  optics  (F/0)  cable.  Fiber  optics  have  the  advantages  of  high 
data  rate  and  insensitivity  to  EMP,  but  their  performance  is  degraded  by  expo¬ 
sure  to  nuclear  radiation.  At  high  overpressures  the  F/0  cables  are  subject 
to  ground  shock  and  ground  motion  which  can  shear  the  cable.  Vulnerability  to 
both  of  these  environments  can  be  reduced  by  burying  the  cable  deeper,  but 

deep  burial  increases  the  cost  of  laying  the  cable.  Cal cul ational  procedures 
are  therefore  needed  to  evaluate  cable  hardness  to  radiation  and  ground  motion 
as  a  function  of  burial  depth  and  geological  parameters.  Ground  motion 
analyses  for  F/0  cables  have  been  carried  out  by  GTE-Sylvania  and  others  as 
part  of  the  MX  studies  and  some  work  applicable  to  BMD  has  been  done. 
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•  a  fundamental  decision  regardinng  whether  deep  burial  is  even  to 
be  considered  as  an  option 

•  given  that  deep  burial  is  an  option,  a  choice  between  installa¬ 
tion  via  trenching  or  via  deep  burial,  a  decision  which  is  keyed 
to  both  cost  and  balanced  survivability. 


For  the  VSH  efforts  dealing  with  the  RF  network,  the  major  milestones 


are: 


•  high  level  decisions  regarding  how  and  when  BMD  communicates  with 
both  HA  and  MX 

•  selection  of  RF  frequency  band(s),  a  decision  which  is  keyed  on 
striking  a  balance  between  competing  trends. 


Another  major  milestone  is  one  which  also  hinges  on  the  decisions 
regarding  HA  and  MX,  and  that  is  the  decision  to  shield,  harden,  or  use  "as 
is"  the  existing  line  of  COMSEC  equipment.  The  importance  of  this  decision  is 
to  make  it  as  soon  as  possible  in  order  to  provide  the  necessary  lead  time  to 
develop  new  COMSEC,  if  necessary. 


M 


FILMED 


8-85 


is 

.V 

M 

c-1 

»N 


Si 


1 


DTIC 


\ 


